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Auditing Al: Hands-On for Internal Auditors

COURSE OVERVIEW

By the end of this course participants will gain the expertise, tools, and accreditation needed to
effectively audit Al systems. The course covers the implementation of governance, management,
and internal audit policies specific to Al. Auditors will gain proficiency in upholding Al governance
through adherence to compliance regulations, overseeing Al implementations, and performing data
audits, including the assessment of Large Language Models (LLM). The curriculum includes an
advanced workshop where participants practice applying an Al audit framework to a real-world
business scenario, concentrating on the auditing of Al services in the operational and financial
sector.

WHO WILL BENEFIT FROM THIS COURSE?
This course is intended for anyone in an Internal Audit or internal Compliance role.

PREREQUISITES
The following is recommended before attending:
e A fundamental understanding of Al
e Familiarity with the IIA Al Framework
e Review the NIST Al RMF
e The llA beginner course: Essentials for Al Auditing

COURSE OBJECTIVES
Learners who attend this course will have a clear understanding of the following:

e Understanding Al and Generative Al Services: Explore key concepts and differences between
Al and Generative Al, including hands-on workshops for practical experience.

e Auditing Al Applications: Learn the duties and tasks of Al Auditors, how to examine Al
systems, measure data quality, and ensure transparency and responsibility.

e Reviewing Auditing Roles: Gain insights into auditing data and models used by Al
applications, and assess fundamental abilities needed for examining Al applications
responsibly and ethically.

e Implementing Al Auditing Policies: Administer Al auditing policies to carry out effective
governance, management, and internal auditing administration.

e Designing Governance for Al Applications: Apply Al governance compliance policies and
manage Al and Gen Al management processes for operational best practices.

e Auditing Data and Al: Manage Al applications and audit data and the LLM life cycle, including
classifying data and auditing Al applications with advanced tools.
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COURSE OUTLINE
Learning Path 1: Explore cutting-edge Al and optimized Al Auditing
e These module lessons help you explore nuances in artificial intelligence including Generative
Al, and how they are implemented. They also teach you an auditor's responsibilities and how
to efficiently audit Al.
Module 1: Exploring Al and Generative Al Services
e This lesson will have you explore the key concepts and differences of Al and Generative Al.
Hands-on-workshop
o Advanced insights into Al and machine learning.
o Exploring Generative Al.
o Walkthrough examples of Generative Al and Real-World foundational LLM.
Module 2: How to Audit the intricate components of Al applications:
e This lesson covers the duties and tasks that Al Auditors need to perform. Hands-on-
workshop
o How to examine the Al system
o Measuring Generative LLM Data Quality.
o Ensuring Transparency and Responsibility.
o Reviewing and classifying the data and models
Module 3: Reviewing Auditing Roles in the Al Landscape
e This lesson will teach you how to audit the data and models that Al applications use. Hands-
on-workshop
o Assessing fundamental abilities needed to examine Al applications responsibly and
ethically. (Recommend IIA introductory level Audit Course)
o Assessing the ability to evaluate model degradation, data and model accuracy, risk
and bias, and compliance responsibility
o Learning How Al applications can help auditors enhance their work through
advanced prompt engineering.
e Learning Path 2: Implementing the Al Auditing Policies
o These module lessons will teach you how to administer the Al auditing policies
defined in your framework to carry out the governance, management, and internal
auditing administration effectively by completing hands-on workshops.
Module 4: Investigating internal Al usage - Governance:
e In this lesson, you will discover how oversight and monitoring work in an auditing
investigation of Al utilization. Hands-on-workshops.
o Learn how to Assess and measure usage utilizing systems of auditing.
o Track results utilizing systems of auditing.
o Evaluate and ensure adherence utilizing systems of auditing.
Module 5: Execute Al Project Management efficiently:
e This lesson will show you how to audit an enterprise well by understanding the
organization’s Al vision and strategy.
o Exploring how Al affects the enterprise through frameworks utilizing systems of
Project management.
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o Examine how Al is applied strategically within an enterprise utilizing systems of

Project management.
Learn how to utilize business intelligence to drive Al decision-making. Hands-on-
workshops.
Module 6: Exploring Al's Effect on Auditing - Internal Audit:
e This lesson will teach you how an auditor can prepare and conduct audit assignments
utilizing modern services. Hands-on-workshops.
o Evaluating the Al application in practice by Microsoft Copilot.
o Assessing the interactions with the Al application by Microsoft Copilot and Microsoft
Purview.
o Examining mistakes, prejudices, and irregularities utilizing Microsoft Purview.
e Learning Path 3: Managing The Al Landscape with Strong Governance
o These module lessons will teach Auditors how to implement governance,
management, and internal Al audits.
Module 7: Designing Governance in NEW Al and Gen Al Applications
e In this lesson, you will learn how to apply Al governance compliance policies. Hands-on-
workshops.
o Applying Al Governance standards and policies.
o Implementing Al Governance through compliance rules.
o Configuring Al Governance by enabling equity, dependability, security, and
confidentiality processes.
Module 8: Administering NEW Al and Gen Al Platform Management Processes
e In this lesson, you will learn how to administer Al and Gen Al management processes.
Hands-on-workshops.
o Al operational best practices for Auditors' role in improving performance.
o Al best practices for the Auditor's role in improving security.
o How to effectively collaborate Auditor & IT administrator governance.
Module 9: Auditing NEW Al and Gen Al with Purview Advanced Al Governance Capabilities
e This lesson will teach you how to perform an internal audit of Al applications. Hands-on-
workshops.
o Reviewing Al activities as an advanced auditor.
o Advising on Al application design, and development
o Advising on Al applications deployment, pre and post-monitoring, and efficacy as an
advanced auditor.
e Learning Path 4: Auditing Data and Al with Al Hub & Audit
o These module lessons will teach you how to manage Al applications and audit data
and the LLM life cycle. Hands-on-workshops
Module 10: Classifying data and auditing Al applications
e Managing generative Al applications, Copilot
e Evaluating Al application with Al Hub Purview
e Governing data classification and Al applications with Audit in Purview
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Capstone Final Event:

e Inthis last lesson, you will apply learned processes to audit Al services by completing a

business case study.

Business Case Study: Operation or Financial

e The case study includes the following assets:
Business processes.
Present Regulatory Framework.
Present Approach to Management.
Requirements for Internal Audit.
Auditor Presentation.

o Facilitator preferred solution.

Addendum: Practitioners Guide and Glossary

e Detailed guide on Al auditing concepts

e Glossary of Al applications concepts

O O O O

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!
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Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience
Interested in Private Group Training?
Contact Us
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