Administer Active Directory Domain Services (AZ-1008)

COURSE OVERVIEW

This learning path helps prepare you for the APL-1008 Administer Active Directory Domain Services
modern credential. You'll learn how to create, deploy, and maintain an Active Directory Domain
Services environment.

PREREQUISITES
Knowledge of and experience working with:
e Windows Server.

e Core networking technologies.

COURSE OBJECTIVES
Module in the Learning Path:
e Deploy & Manage Active Directory Domain Services Domain Controllers
e Create and manage Active Directory objects
e Create and configure Group Policy Objects in Active Directory
e Manage security in Active Directory
e Guided project - Administer Active Directory Domain Services

COURSE OUTLINE

Deploy & Manage Active Directory Domain Services Domain Controllers:
This module introduces you to the topology of domain controllers within an Active Directory
environment. It also starts you down the path of deploying, managing, and migrating a domain
controller between servers.

e Define Active Directory Domain Services

e Define Active Directory Domain Services forests and domains

e Deploy Active Directory Domain Services domain controllers

e Migrate a domain controller to a new site

e Manage Active Directory Domain Services operations masters

Create and manage Active Directory objects:
This module focuses on the tasks associated with creating and managing Active Directory objects
and AD domain services domain controllers.

e Define users, groups, and computers

e Define organizational units

e Manage objects and their properties in Active Directory

e Create objects in Active Directory

e Configure objects in Active Directory
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e Perform bulk management tasks for user accounts
e Maintain Active Directory Domain Services domain controllers

Create and configure Group Policy Objects in Active Directory:
This module focuses on Group Policy objects, including using them to enforce a domain wide as
well as fine-grained password policy.

e Define Group Policy Objects

e Implement Group Policy Object scope and inheritance

e Define domain-based Group Policy Objects

e Create and configure a domain-based Group Policy Object

e Configure a domain password policy

e Configure and apply a fine-grained password policy

Manage security in Active Directory:
This module focuses on maintaining security in an Active Directory environment. It covers things
from permissions management to authentication methods to identifying problematic accounts.
e Configure user account rights
e Configure user account rights to restrict access
e Delegate permissions in Active Directory
e Protect User Accounts with the Protected Users group
e Describe Windows Defender Credential Guard
e Block Windows NTLM authentication
e Locate problematic accounts

Guided project - Administer Active Directory Domain Services:
This guided project helps prepare you to manage Active Directory Domain services, including
creating and deploying domains, configuring group policy objects, establishing and enforcing
passwords, and maintaining security of Active Directory. (NOTE: This is a Guided Project module
where you'll complete an end-to-end project by following step-by-step instructions.)

e Prepare

e Exercise - Configure domain controller operations

e Exercise - Configure user management operations

e Exercise - Manage password policies

e Exercise - Configure security settings

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.
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What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team

e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience

e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience

e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service

e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team

e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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https://www.sunsetlearning.com/contact-us/

